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Abstract
Liver cancer is one of the most challenging malignancies, often associated with poor prognosis and limited treatment 
options. Recent advancements in nanotechnology and artificial intelligence (AI) have opened new frontiers in the fight 
against this disease. Nanotechnology enables precise, targeted drug delivery, enhancing the efficacy of therapeutics 
while minimizing off-target effects. Simultaneously, AI contributes to improved diagnostic accuracy, predictive modeling, 
and the development of personalized treatment strategies. This review explores the convergence of nanotechnology 
and AI in liver cancer treatment, evaluating current progress, identifying existing research gaps, and discussing future 
directions. We highlight how AI-powered algorithms can optimize nanocarrier design, facilitate real-time monitoring of 
treatment efficacy, and enhance clinical decision-making. By integrating AI with nanotechnology, clinicians can achieve 
more accurate patient stratification and treatment personalization, ultimately improving patient outcomes. This conver-
gence holds significant promise for transforming liver cancer therapy into a more precise, individualized, and efficient 
process. However, data privacy, regulatory hurdles, and the need for large-scale clinical validation remain. Addressing 
these issues will be essential to fully realizing the potential of these technologies in oncology.
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1  Introduction

Liver cancer, particularly hepatocellular carcinoma (HCC), is among the most prevalent and deadly cancers globally. It 
ranks as the sixth most common cancer and the third leading cause of cancer-related deaths, with high incidence rates 
in regions such as East Asia and sub-Saharan Africa [1]. Major risk factors for liver cancer include chronic hepatitis B and 
C infections, cirrhosis due to excessive alcohol consumption, non-alcoholic fatty liver disease  (NAFLD), and metabolic 
disorders [2]. Despite progress in diagnostic methods and treatment strategies, liver cancer continues to present sig-
nificant therapeutic challenges, particularly due to its late-stage diagnosis, high recurrence rates, and complex tumor 
microenvironment [3].

One of the primary hurdles in liver cancer management is the difficulty of early detection. In many cases, diagnosis 
occurs at advanced stages, leading to limited treatment options and poor prognosis [4]. Traditional treatments such as 
surgery, liver transplantation, and chemotherapy are constrained by patients’ overall health, liver function, and tumor 
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aggressiveness. Furthermore, liver cancer is often resistant to chemotherapy and radiation, complicating treatment [5]. 
Even the advent of targeted therapies, such as sorafenib, has shown only modest improvements in patient outcomes [6].

The need for more effective treatment options has led to the exploration of innovative technologies, including nano-
technology and artificial intelligence (AI). These fields have demonstrated the potential to address key liver cancer 
diagnosis and treatment challenges. Nanotechnology allows precise drug delivery to cancer cells, while AI enhances 
diagnostic accuracy and personalizes treatments [7]. AI algorithms predict the ideal shape and size of nanoparticles to 
maximize tumor penetration. Research by Zhang et al. [66] demonstrated that rod-shaped nanoparticles designed using 
AI had superior tumor-targeting efficacy compared to their spherical counterparts. The shape having non-spherical 
nanoparticles (e.g., rod-shaped or disc shaped) exhibit better tumor accumulation and cellular uptake compared to 
spherical nanoparticles due to their unique flow dynamics and interaction with biological barriers. The nanoparticles 
ranging from 10 to 100 nm are ideal for passive tumor targeting through the enhanced permeability and retention (EPR) 
effect [8]. However, size must also account for systemic clearance mechanisms such as kidney filtration and macrophage 
uptake. The AI models, including deep learning frameworks and genetic algorithms, predict the ideal shape and size of 
nanoparticles for liver cancer therapy. These predictions are based on datasets encompassing tumor biology, nanoparticle 
interactions, and physiological parameters [9].

Zhang et al. [66] demonstrated the use of AI algorithms to design rod-shaped nanoparticles for liver cancer treatment. 
Their study revealed that rod-shaped nanoparticles had 25% higher penetration into tumor tissues compared to spherical 
nanoparticles. A similar study employed genetic algorithms to optimize the size of polymeric nanoparticles, resulting 
in enhanced drug accumulation in HCC tumors by 18% in preclinical models [10]. AI models simulate the behavior of 
nanoparticles in dynamic biological environments, such as blood flow or tumor interstitial fluid. AI ensures their structural 
stability and targeting efficiency by predicting how nanoparticles deform under shear stress or interact with extracel-
lular matrices. Emerging AI tools, such as digital twins, could simulate the behavior of nanoparticles in virtual patient 
models, allowing researchers to test and refine designs before actual clinical trials. This approach would significantly 
reduce development costs and timelines [11].

1.1 � Nanotechnology in healthcare and liver cancer treatment

Nanotechnology, defined as the design, production, and application of materials at the nanometer scale, has transforma-
tive potential in healthcare. Nanotechnology is particularly beneficial in cancer treatment due to its ability to selectively 
target cancer cells, reducing damage to healthy tissues and enhancing drug efficacy [12]. Nanoparticles, ranging from 
1 to 100 nm, can be engineered to deliver drugs directly to tumors, improving drug bioavailability and overcoming 
the limitations of traditional therapies [13]. Nanotechnology has emerged as a promising tool for diagnosis and treat-
ment of liver cancer. Nanoparticles can be used as imaging agents, improving the early detection of liver tumors with 
enhanced contrast in imaging modalities such as MRI and CT [14]. Additionally, nanocarriers like liposomes, dendrimers, 
and polymeric nanoparticles are being developed to deliver drugs specifically to liver tumors, bypassing natural defense 
mechanisms. These nanocarriers can be functionalized to enhance targeting specificity, especially in targeting liver 
cancer’s unique tumor microenvironment [15]. Nanotechnology also facilitates the development of theranostics, which 
combines diagnostics and therapeutics into a single platform [16]. Theranostic nanoparticles enable the simultaneous 
delivery of therapeutic agents while providing real-time feedback on treatment efficacy, allowing for personalized and 
adaptive treatment strategies. This integration could significantly improve liver cancer treatment by ensuring therapy 
efficacy while minimizing unnecessary toxicity [17].

Moreover, nanotechnology has the potential to overcome multidrug resistance (MDR) in liver cancer, a common 
challenge in chemotherapy. MDR arises when cancer cells develop resistance to multiple drugs, making conventional 
therapies ineffective. Nanoparticles, particularly polymer-based ones, can help bypass these resistance mechanisms by 
directly delivering drugs into cancer cells [18].

1.2 � AI applications in diagnostics and imaging for liver cancer

AI has been a transformative force in various medical disciplines, especially in oncology, where it enhances diagnostic 
accuracy and improves patient care. AI applications in imaging technologies such as ultrasound, computed tomography 
(CT), and magnetic resonance imaging (MRI) have significantly impacted liver cancer diagnosis. These tools offer a more 
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refined assessment of tumor size, location, and characteristics, which are crucial in staging liver cancer and planning 
treatments [19].

For liver cancer, AI-driven diagnostic systems analyze imaging data to detect tumors that might be overlooked by 
human radiologists. A study by Yasaka et al. [32] demonstrated how convolutional neural networks (CNNs), a type of 
deep learning algorithm, were able to detect liver tumors in CT scans with higher accuracy than traditional methods 
[20]. AI algorithms have also shown promise in differentiating between malignant and benign lesions, reducing the risk 
of unnecessary biopsies or surgeries. This ability to perform nuanced analysis is vital in liver cancer, where lesions often 
mimic benign growths, complicating diagnosis [21]. Incorporating AI into imaging also supports the identification of 
early-stage tumors, when treatment outcomes are more favorable. AI-powered imaging systems can analyze subtle differ-
ences in tissue density and texture that might be missed by the human eye, allowing for earlier detection and, potentially, 
curative treatments [22]. AI has also been utilized to optimize radiomic analysis, a process that extracts large amounts 
of quantitative features from medical images. The radiomics approach can detect micro-level features of the tumor that 
correlate with its molecular and genetic profile, which assists in making more personalized treatment decisions. These 
radiomic features, when combined with machine learning (ML) algorithms, provide predictive insights into how a tumor 
may behave, further enhancing the diagnostic accuracy and prognosis [23]. ML, a subset of AI, is particularly useful in 
predictive modeling in oncology. Predictive modeling focuses on forecasting disease progression, patient survival, and 
response to therapies. For liver cancer, ML models analyze a multitude of variables, including clinical, genetic, and imag-
ing data, to generate predictions that guide personalized treatment [24]. For instance, ML algorithms can be trained 
on clinical datasets that include patient demographics, tumor characteristics, liver function, and treatment outcomes. 
These models can predict which patients are likely to benefit from surgical interventions, such as liver resection or 
transplantation, versus those who may respond better to systemic therapies, such as chemotherapy or immunotherapy 
[25]. Moreover, ML systems can assist in assessing the risk of postoperative complications, recurrence, or metastasis, all 
of which play critical roles in treatment planning. One breakthrough in predictive modeling involves using AI to predict 
treatment responses in patients undergoing targeted therapies or immunotherapies. HCC the most common form of 
liver cancer, is often treated with sorafenib, a kinase inhibitor [26]. However, not all patients respond equally to this 
therapy. ML models have been employed to identify biomarkers, such as gene expression profiles or specific mutations, 
that predict a patient’s likelihood of responding to sorafenib.

This level of personalized prediction also extends to liver cancer’s response to radiation therapy [27]. AI algorithms, 
leveraging large datasets of patient outcomes, can simulate various treatment plans and predict how a tumor might 
shrink or grow under different radiation doses. This ensures that radiation is delivered precisely and effectively, reducing 
harm to healthy liver tissues [28].

1.3 � AI algorithms for personalized treatment planning

AI’s role in liver cancer treatment extends beyond diagnostics and predictive modeling into personalized treatment plan-
ning. Personalized medicine is critical for liver cancer is due to the complex interaction between the tumor, the liver’s 
regenerative capacity, and underlying liver diseases, such as cirrhosis or hepatitis [29].

AI-powered treatment planning uses algorithms that synthesize large datasets comprising patient health records, 
genomic data, tumor biology, and drug response information. This allows for a tailored treatment approach where thera-
pies are chosen based on the patient’s specific cancer subtype and overall health profile. For example, ML algorithms can 
recommend the best systemic therapies for patients with HCC based on their gene expression patterns or suggest which 
patients would benefit from combination therapies, such as chemotherapy with immunotherapy [30]. A significant area 
where AI has shown potential is in optimizing treatment regimens for patients undergoing liver transplantation. AI mod-
els can predict graft survival, risk of recurrence, and postoperative complications, all of which are critical in determining 
eligibility and timing for liver transplantation. Moreover, AI algorithms are being used to assist in selecting patients for 
clinical trials, a vital step in developing new liver cancer treatments. Using predictive modeling, AI systems can identify 
patients who are most likely to respond positively to experimental treatments based on their genetic and clinical profiles. 
This improves the efficiency of clinical trials and accelerates the approval of new therapies [31, 32].

1.4 � Integration of AI with robotic surgeries and real‑time monitoring

Sun et al. [2020] mentioned that integrating AI into robotic surgeries represents a significant advancement in liver 
cancer treatment. Robotic-assisted surgeries provide greater precision, flexibility, and control than traditional open 
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or laparoscopic surgeries, which are particularly beneficial when operating on complex structures like the liver. AI 
enhances these procedures by providing real-time guidance during surgery [33].

For liver cancer, AI-guided robotic systems can precisely target tumors, even those located in challenging areas 
of the liver. These systems rely on AI algorithms to process real-time imaging data and adjust surgical tools dynami-
cally. For instance, AI can help guide a robotic arm to remove a tumor while avoiding critical structures such as blood 
vessels or bile ducts [34]. This level of precision minimizes surgical complications and speeds up recovery times. 
Additionally, AI can be used in conjunction with nanotechnology to monitor treatment in real time. For example, AI 
algorithms can analyze real-time imaging data from nanoparticles used in drug delivery systems to track how well 
a liver tumor is responding to therapy. This provides clinicians with immediate feedback and allows for rapid adjust-
ments in treatment [35].

The application of AI in liver cancer treatment represents a transformative step toward more precise, personal-
ized, and effective therapies. AI’s integration into oncology holds immense promise, from improving diagnostics and 
predictive modeling to enhancing treatment planning and robotic-assisted surgeries. While challenges such as data 
quality, algorithm transparency, and clinical adoption remain, ongoing advancements in AI technology are expected 
to significantly improve liver cancer patient outcomes in the coming years [36].

1.5 � Convergence of nanotechnology and AI in liver cancer

Nanotechnology and AI are both advancing rapidly and reshaping various scientific fields, particularly in the treat-
ment of liver cancer. The convergence of these two technologies promises to revolutionize diagnosis, drug delivery, 
and treatment by enhancing the precision, efficiency, and personalization of therapy [37]. This synergy optimizes the 
potential of nanotechnology by utilizing AI’s computational power to design more effective nanocarriers, monitor 
drug release, and improve therapeutic outcomes. In this section, we will explore case studies and examples where 
both technologies are employed, AI-driven optimization of nanocarrier design, the role of AI in monitoring drug 
release and efficacy, and how precision medicine is enhanced through this collaboration [38]. Figure 1 illustrates 
the integration of advanced technologies like ML, AI Algorithms, and Medical Imaging in healthcare. These innova-
tions enhance precision diagnostics support personalized therapies, and enable robotic surgeries, revolutionizing 
patient care.

Fig. 1   AI and technological 
advancements in liver cancer
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2 � Real‑life applications of AI and nanotechnology in liver cancer

AI-driven nanotechnology has shown promising results in the following areas:

2.1 � Smart nanocarriers

Liposomes, dendrimers, and polymeric nanoparticles enhanced with AI algorithms are being developed for controlled 
drug release. For example, AI-optimized liposomes encapsulating sorafenib showed improved drug delivery efficiency 
in animal models of HCC. Smart nanocarriers, including liposomes, dendrimers, and polymeric nanoparticles, are at 
the forefront of targeted drug delivery systems. AI algorithms are critical in optimizing their design for controlled 
and precise drug release [39]. Liposomes are widely used for encapsulating chemotherapeutic agents due to their 
biocompatibility and ability to target specific tissues. AI-driven models analyze drug release kinetics, lipid compo-
sitions, and surface modifications to enhance delivery efficiency. The Sorafenib-Loaded Liposomes case studies 
were on AI algorithms optimized liposomal formulations of sorafenib, a first-line therapy for advanced liver cancer, 
by predicting the ideal lipid composition and particle size. In preclinical studies involving animal models of HCC, 
these AI-optimized liposomes demonstrated superior drug accumulation in tumor tissues, reduced systemic toxicity, 
and enhanced therapeutic outcomes [30, 40]. Polymeric Nanoparticles: Polymeric nanoparticles designed with AI 
assistance allow precise control over drug release profiles. ML models predict polymer degradation rates, ensuring 
sustained drug release over an extended period. For instance, nanoparticles composed of poly (lactic-co-glycolic 
acid) (PLGA) were enhanced using AI to encapsulate doxorubicin, showing a 30% increase in therapeutic efficacy 
against HCC cells in vitro. Dendrimers, with their highly branched structures, provide ample functionalization sites 
for drug molecules. AI-guided optimization of dendrimer surface chemistry has improved drug loading capacities 
and targeting efficiencies, particularly in challenging microenvironments like the liver [41].

2.2 � AI‑guided imaging agents

Gold nanoparticles functionalized with AI-designed ligands enhance contrast in CT imaging, enabling precise tumor 
delineation. AI algorithms also optimize the design of quantum dots for fluorescence imaging of liver tumors. AI-
Guided Imaging Agents for Enhanced Diagnostics. Accurate tumor visualization is crucial for diagnosing liver cancer, 
planning treatments, and monitoring therapeutic responses [42]. AI-guided imaging agents, such as gold nanopar-
ticles and quantum dots, are revolutionizing diagnostic precision. Gold nanoparticles (AuNPs) are excellent contrast 
agents for CT imaging due to their high atomic number and biocompatibility. AI algorithms optimize the function-
alization of these nanoparticles by targeting ligands, ensuring selective accumulation in liver tumors. An example is 
AI-designed ligands. AI was employed to design ligands that bind specifically to overexpressed biomarkers on HCC 
cells, such as glypican-3 (GPC3). In animal studies, these AI-optimized gold nanoparticles significantly enhanced CT 
imaging contrast, enabling precise tumor delineation and early detection of liver cancer [43, 44].

Quantum dots are nanoscale semiconductors that emit fluorescence when excited by light, making them valu-
able for tumor imaging. AI-driven design processes optimize their size, surface coatings, and emission spectra for 
liver cancer applications. Real-world Applications of quantum dots are identified as an optimal surface coating for 
quantum dots to minimize nonspecific binding and enhance the targeting of alpha-fetoprotein (AFP), a common 
liver cancer biomarker. This resulted in improved fluorescence imaging of liver tumors, aiding in early diagnosis and 
real-time surgical guidance [45]. Other things like Multimodal Imaging Agents in AI are also advancing the develop-
ment of multimodal nanoparticles that combine CT, MRI, and fluorescence imaging capabilities. These agents offer 
comprehensive tumor profiling, providing detailed insights into tumor size, vascularization, and metabolic activity.

Smart nanocarriers, including liposomes, dendrimers, and polymeric nanoparticles, are at the forefront of targeted 
drug delivery systems. AI algorithms play a critical role in optimizing their design for controlled and precise drug 
release [46]. The AI-Optimized Liposomes are widely used for encapsulating chemotherapeutic agents due to their 
biocompatibility and ability to target specific tissues. AI-driven models analyze drug release kinetics, lipid composi-
tions, and surface modifications to enhance delivery efficiency. The Case Study of Sorafenib-Loaded Liposomes is 
an AI algorithms optimized liposomal formulations of sorafenib, a first-line therapy for advanced liver cancer, by 
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predicting the ideal lipid composition and particle size. In preclinical studies involving animal models of HCC, these 
AI-optimized liposomes demonstrated superior drug accumulation in tumor tissues, reduced systemic toxicity, and 
enhanced therapeutic outcomes [47].

The polymeric nanoparticles designed with AI assistance allow precise control over drug release profiles. ML models 
predict polymer degradation rates, ensuring sustained drug release over an extended period. For instance, nanoparticles 
composed of poly (lactic-co-glycolic acid) (PLGA) were enhanced using AI to encapsulate doxorubicin, showing a 30% 
increase in therapeutic efficacy against HCC cells in vitro [48].

The dendrimers, with their highly branched structures, provide ample functionalization sites for drug molecules. AI-
guided optimization of dendrimer surface chemistry has improved drug loading capacities and targeting efficiencies, 
particularly in challenging microenvironments like the liver [49]. The lipid-based nanoparticles are one of the most widely 
studied and applied nanocarriers in liver cancer treatment. Liposomes, solid lipid nanoparticles (SLNs), and nanostruc-
tured lipid carriers (NLCs) are examples of lipid-based nanocarriers that have demonstrated potential in targeted drug 
delivery. These nanocarriers have biocompatible and biodegradable properties, making them suitable for clinical use [50]. 
Liposomes are spherical vesicles composed of a lipid bilayer, which can encapsulate both hydrophilic and hydrophobic 
drugs. Due to their biocompatibility, liposomes have been widely investigated for drug delivery in liver cancer. Liposomal 
formulations of chemotherapeutic agents, such as doxorubicin and paclitaxel, have been developed to improve drug 
accumulation in liver tumors. Additionally, liposomes can be functionalized with targeting ligands such as antibodies or 
peptides to enhance the active targeting of liver cancer cells [51]. Solid lipid nanoparticles (SLNs) consist of a solid lipid 
core stabilized by surfactants. SLNs offer advantages such as improved stability, controlled drug release, and protection 
of encapsulated drugs from degradation. They have been utilized to deliver drugs such as sorafenib and curcumin, both 
of which have shown the potential to inhibit liver cancer growth. SLNs have also been shown to improve drug bioavail-
ability and reduce systemic side effects [52].

Nanostructured lipid carriers (NLCs) are second-generation lipid nanoparticles composed of a mixture of solid and 
liquid lipids. NLCs provide a more flexible and stable drug delivery system than SLNs. Their lipid matrix allows for higher 
drug loading, and their small size facilitates accumulation in the tumor microenvironment. NLCs have been investigated 
for the delivery of various anticancer agents, including doxorubicin, paclitaxel, and curcumin, for the treatment of liver 
cancer [53]. Polymeric nanoparticles have garnered attention in liver cancer treatment due to their versatility in drug 
delivery. These nanocarriers can be engineered from natural or synthetic polymers and are capable of controlled drug 
release, biodegradability, and high drug-loading capacity. Commonly used polymers include poly(lactic-co-glycolic acid) 
(PLGA), polyethylene glycol (PEG), chitosan, and polycaprolactone (PCL) [54]. The PLGA nanoparticles are widely studied 
due to their biodegradability and biocompatibility. PLGA-based nanoparticles have been used to deliver chemothera-
peutic agents, such as doxorubicin and paclitaxel, to liver cancer cells. These nanoparticles can be functionalized with 
targeting moieties, such as folic acid or transferrin, to enhance selective drug delivery to cancer cells [55].

Chitosan-based nanoparticles are another promising polymeric delivery system. Chitosan, a natural polymer derived 
from chitin, is biocompatible, biodegradable, and possesses mucoadhesive properties. Chitosan nanoparticles have been 
utilized to deliver drugs and genes for the treatment of liver cancer. Studies have shown that chitosan nanoparticles 
improve drug solubility, enhance drug delivery to tumor cells, and reduce systemic toxicity [30].

PEGylation of nanoparticles refers to the attachment of PEG chains to the surface of nanoparticles. PEGylation increases 
the circulation time of nanoparticles by reducing their recognition and clearance by the reticuloendothelial system (RES). 
PEGylated nanoparticles have been shown to improve the therapeutic efficacy of drugs in liver cancer by enhancing 
their accumulation in tumor tissues [56].

Metal-based nanoparticles, such as gold, silver, and iron oxide nanoparticles, have shown significant potential in liver 
cancer treatment due to their unique optical, magnetic, and chemical properties. These nanoparticles can be used for 
both therapeutic and diagnostic purposes, often referred to as theranostics. Metal-based nanoparticles offer advantages 
in imaging, tumor targeting, and drug delivery [57]. Gold nanoparticles (AuNPs) are widely studied for their biocompat-
ibility and ability to absorb and scatter light. AuNPs can be used for imaging liver cancer tumors, enabling early detection 
and precise tumor localization. Additionally, gold nanoparticles can be functionalized with targeting ligands and loaded 
with drugs or genes to deliver therapies directly to liver cancer cells [58]. Iron oxide nanoparticles (IONPs) are magnetic 
nanoparticles that can be used for both imaging and drug delivery. These nanoparticles have been employed in MRI for 
liver cancer diagnosis. In addition to imaging, iron oxide nanoparticles can be functionalized with therapeutic agents 
for targeted drug delivery. Their magnetic properties also enable hyperthermia treatment, where localized heating 
destroys cancer cells [59]. Silver nanoparticles (AgNPs) have demonstrated potent anticancer activity due to their ability 
to induce oxidative stress and apoptosis in cancer cells. AgNPs have been studied for their role in inhibiting liver cancer 
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cell proliferation and tumor growth. However, concerns regarding the long-term toxicity of silver nanoparticles remain, 
necessitating further investigation [60].

Tumor targeting using nanotechnology can be classified into passive and active targeting mechanisms. Both 
approaches are employed to enhance the delivery of therapeutic agents to liver cancer cells while minimizing off-target 
effects. Passive targeting relies on the EPR effect, where nanoparticles passively accumulate in tumor tissues due to the 
leaky vasculature and poor lymphatic drainage of tumors. The EPR effect allows nanoparticles to concentrate in liver 
tumors, improving drug delivery without the need for specific targeting ligands [61]. Active targeting involves functional-
izing nanoparticles with specific ligands that bind to overexpressed receptors on the surface of cancer cells. Commonly 
used targeting ligands include antibodies, peptides, and small molecules that recognize and bind to receptors such as 
folate receptors, transferrin receptors, and epidermal growth factor receptors (EGFR). Active targeting enhances the 
selectivity of drug delivery and improves therapeutic outcomes in liver cancer [62]. One of the most studied examples 
of active targeting in liver cancer is the use of folic acid- functionalized nanoparticles. Folic acid binds to folate recep-
tors, which are overexpressed on the surface of many cancer cells, including liver cancer cells. Folic acid-functionalized 
nanoparticles have been used to deliver doxorubicin and other anticancer agents to liver cancer, improving therapeutic 
efficacy. Another active targeting strategy involves the use of transferrin-functionalized nanoparticles. Transferrin recep-
tors are often upregulated in cancer cells due to their increased demand for iron. Nanoparticles functionalized with 
transferrin have shown promise in delivering anticancer drugs specifically to liver tumors [63, 64].

2.3 � Personalized nanosystems

AI integrates patient-specific genomic and proteomic data to design nanoparticles tailored to individual liver cancer 
profiles. For instance, AI has been used to develop lipid nanoparticles targeting mutant p53 proteins commonly found 
in liver cancer. The heterogeneity of liver cancer poses significant challenges for conventional therapies. AI-driven per-
sonalized nanosystems address this issue by integrating patient-specific genomic, proteomic, and clinical data to design 
tailored therapeutic solutions. AI models analyze large datasets of genetic mutations, protein expressions, and tumor 
microenvironment characteristics to design nanoparticles that specifically target liver cancer subtypes [65, 66]. The 
mutations in the p53 tumor suppressor gene are common in liver cancer. AI algorithms were used to develop lipid 
nanoparticles targeting mutant p53 proteins. These nanoparticles encapsulated siRNA specifically designed to silence 
mutant p53, restoring normal cell function. In preclinical models, this approach demonstrated selective tumor target-
ing and significant tumor regression [67]. AI integrates multi-omics data (genomics, transcriptomics, and proteomics) 
to identify novel biomarkers and therapeutic targets. This data is then used to design nanoparticles functionalized with 
ligands that bind to these targets. For example, AI-designed nanoparticles targeting liver cancer cells with overexpressed 
fibroblast growth factor receptors (FGFRs) showed a 50% increase in drug uptake compared to non-targeted systems 
[68]. AI-powered adaptive nanoplatforms can adjust their properties in response to the tumor microenvironment. For 
instance, pH-sensitive nanoparticles developed using AI release their drug payload only in the acidic environment of 
liver tumors, minimizing damage to healthy tissues. While AI-driven nanotechnology holds immense promise, challenges 
such as scalability, regulatory approval, and clinical translation remain. Addressing these issues requires interdisciplinary 
collaboration among AI researchers, nanotechnologists, and clinicians [69, 70]. Developing more robust AI models that 
integrate real-time feedback from clinical trials could accelerate the optimization of nanocarriers and imaging agents. 
Ensuring the safety and biocompatibility of AI-designed nanoparticles is critical for regulatory approval and clinical 
adoption. AI could assist in predicting long-term toxicity and biodistribution of nanoparticles, addressing key safety 
concerns. The ultimate goal is to create personalized treatment plans where AI designs and monitors nanoparticle-based 
therapies tailored to individual patients, paving the way for precision oncology [71]. Table 1 summarizes based on the 
provided application area, AI contributions with their outcomes.

3 � Research combining AI and nanotechnology in precision oncology

The convergence of AI and nanotechnology has ushered in a new era of precision oncology, particularly in liver cancer 
treatment. AI-driven techniques enhance the development of nanoparticles, optimizing their design, functionality, and 
targeting mechanisms for improved therapeutic efficacy and minimized toxicity. Emerging studies have highlighted the 
success of AI in refining nanotechnology applications for targeted cancer treatments [72].
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A notable case study by Chen et al. [89] demonstrated the potential of AI in designing mesoporous silica nanoparticles 
(MSNs) loaded with cisplatin. These nanoparticles were developed using AI algorithms trained to predict optimal pore 
sizes, surface functionalization, and drug release profiles to enhance tumor-specific delivery. In preclinical trials involv-
ing HCC mouse models, these AI-designed MSNs achieved a 60% reduction in tumor size compared to conventional 
formulations. This success was attributed to the AI’s ability to fine-tune the particle’s characteristics, ensuring enhanced 
cellular uptake and controlled drug release directly within the tumor microenvironment [73].

Similarly, ML has proven invaluable in optimizing lipid nanoparticle formulations. One significant example involves 
nanoparticles designed to target KRAS mutations-common drivers in various cancers, including liver cancer. AI algorithms 
processed extensive datasets on KRAS mutation pathways, lipid compositions, and patient tumor profiles. As a result, the 
lipid nanoparticles achieved heightened specificity for KRAS-mutated cells while reducing off-target effects. Preclinical 
trials reported significant improvements in therapeutic outcomes, with reduced systemic toxicity and enhanced tumor 
suppression. The study showcased how AI could identify novel combinations of lipids and surface ligands that traditional 
experimental approaches might overlook. These advancements underscore the transformative impact of AI in precision 
oncology. By integrating vast datasets, identifying complex patterns, and predicting optimal nanoparticle designs, AI 
has accelerated the translation of nanotechnology from the bench to the bedside. Future research is expected to explore 
additional applications, such as real-time monitoring of nanoparticle biodistribution and adaptive therapy adjustments, 
further solidifying the role of AI in advancing precision oncology [74, 75].

4 � Role of AI in determining regulated cell death

Tumor nanomedicine focuses on inducing regulated cell death (RCD), such as apoptosis, ferroptosis, and necroptosis. AI 
assists in this by analyzing complex datasets to determine nanoparticle-mediated RCD pathways:

4.1 � Ferroptosis induction

Iron oxide nanoparticles designed using AI have been shown to trigger ferroptosis in liver cancer cells by increasing 
reactive oxygen species (ROS) production and lipid peroxidation. A study by Wang et al. (2023) demonstrated 40% 
higher tumor inhibition in ferroptosis-induced models compared to traditional treatments. The ferroptosis Induction 
via Iron Oxide Nanoparticles. Ferroptosis, a form of RCD distinct from apoptosis and necrosis, is characterized by iron-
dependent lipid peroxidation and accumulation of reactive oxygen species (ROS). Inducing ferroptosis in cancer cells 
is a promising strategy for overcoming resistance to conventional therapies. AI-driven approaches have significantly 
advanced the design and application of nanoparticles to trigger ferroptosis in liver cancer cells. AI algorithms analyze 
cellular datasets to identify pathways most susceptible to ferroptosis induction. Using this data, researchers can design 
nanoparticles that specifically exploit these pathways [76, 77]. The case study by Wang et al. (2023). In this study, AI was 
used to design iron oxide nanoparticles coated with a hepatocyte-targeting peptide. These nanoparticles exhibited a 
40% higher tumor inhibition rate in liver cancer models compared to conventional treatments. The AI-optimized design 
enhanced ROS production and lipid peroxidation within tumor cells, effectively triggering ferroptosis. Additionally, the 
study demonstrated reduced systemic toxicity, highlighting the precision of AI-guided nanoparticle engineering. Many 
liver tumors develop resistance to chemotherapy and radiation therapy. AI-designed ferroptosis-inducing nanoparticles 
offer a novel approach to circumvent these challenges by exploiting vulnerabilities in cancer metabolism and oxidative 
stress pathways [78, 79].

4.2 � Apoptosis activation

AI identifies nanoparticle formulations that effectively activate caspase-3 and −9 pathways, ensuring selective apoptosis 
in HCC cells. For example, nanoparticles loaded with curcumin, an apoptosis inducer, were optimized using ML to achieve 
higher caspase activation rates. Regulated cell death (RCD) is a fundamental mechanism by which cancer therapies 
induce tumor regression. Tumor nanomedicine, particularly in liver cancer, has increasingly focused on leveraging RCD 
pathways, including apoptosis, ferroptosis, and necroptosis [80]. AI plays a transformative role by analyzing complex 
datasets, optimizing nanoparticle design, and predicting interactions that can trigger these cell death mechanisms with 
greater specificity and efficacy. Below, we delve into how AI enhances nanoparticle-mediated RCD pathways in liver 
cancer treatment [81]. Apoptosis, or programmed cell death, is a highly regulated process involving the activation of 
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caspase enzymes that dismantle cellular components in a controlled manner. While inducing apoptosis is a key goal of 
many cancer therapies, achieving selective activation in tumor cells without affecting normal tissues remains a challenge 
[82]. AI addresses this by optimizing nanoparticle formulations to enhance apoptotic specificity and efficacy. AI models 
analyze high-throughput screening data to identify nanoparticle formulations that can effectively activate caspase-3 
and caspase-9, the key mediators of apoptosis. Curcumin, a natural compound with apoptosis-inducing properties, has 
limited clinical application due to poor bioavailability. AI-driven optimization of curcumin-loaded nanoparticles has 
significantly improved its therapeutic potential. For example, ML algorithms were used to optimize the size, charge, and 
surface functionalization of curcumin-loaded nanoparticles [83]. This optimization ensured targeted delivery to HCC 
cells and increased cellular uptake. AI-guided formulations showed higher caspase-3 and −9 activation rates, leading 
to selective apoptosis in liver cancer cells. Preclinical studies reported a 50% increase in tumor regression compared 
to non-optimized formulations, demonstrating the power of AI in enhancing therapeutic efficacy [84]. AI is also instru-
mental in designing dual-function nanoparticles that combine apoptosis induction with other therapeutic mechanisms, 
such as immune modulation or ROS generation. These systems offer a synergistic approach to liver cancer treatment, 
improving outcomes while reducing treatment resistance. While apoptosis and ferroptosis have been extensively stud-
ied, necroptosis a form of programmed necrosis represents another promising target for liver cancer therapy [85]. AI-
driven research is beginning to explore how nanoparticles can trigger necroptosis in tumor cells. AI algorithms analyze 
proteomic data to identify key regulators of necroptosis, such as receptor-interacting protein kinases (RIPK1 and RIPK3). 
Using this data, researchers can design nanoparticles that specifically activate necroptotic pathways in liver cancer cells. 
AI is also exploring how nanoparticles can induce multiple RCD pathways simultaneously, such as combining ferroptosis 
and necroptosis triggers [86]. These synergistic approaches are particularly effective in heterogeneous tumors like HCC, 
where a single pathway may not be sufficient for comprehensive tumor eradication. AI enables predictive modeling of 
nanoparticle interactions with cancer cells, reducing the need for extensive trial-and-error experiments. This accelerates 
the development of effective treatments. AI can integrate patient-specific data, such as genetic mutations and tumor 
microenvironment characteristics, to design nanoparticles tailored to individual tumors. By optimizing nanoparticle 
properties, AI minimizes off-target effects, enhancing treatment safety and patient outcomes [87, 88].

5 � Addressing safety concerns using AI

The translation of nanotechnology into clinical practice faces significant safety challenges, including toxicity, immuno-
genicity, and long-term stability. AI mitigates these concerns through:

5.1 � Toxicity prediction

AI algorithms trained on datasets of nanoparticle toxicity provide insights into potential adverse effects. For example, an 
ML model accurately predicted the cytotoxicity of over 200 nanoparticle formulations with 92% precision. The integration 
of nanotechnology into clinical practice offers transformative potential in medicine, particularly for complex diseases 
such as cancer [89]. However, this transition is fraught with significant safety concerns that must be addressed to ensure 
the efficacy and acceptability of these innovations. Toxicity, immunogenicity, and the long-term stability of nanoparticles 
remain critical hurdles. AI has emerged as a powerful tool for mitigating these challenges, offering advanced predictive 
capabilities, optimization techniques, and real-time monitoring solutions [90]. Below is an in-depth exploration of how 
AI addresses safety concerns associated with nanotechnology. The cytotoxicity of nanoparticles is a primary concern 
in nanomedicine. Variability in nanoparticle composition, size, shape, and surface chemistry can lead to unintended 
interactions with biological systems, resulting in adverse effects such as organ damage or systemic toxicity [91]. AI 
algorithms, particularly ML models, play a pivotal role in predicting and mitigating these risks. AI algorithms trained on 
extensive datasets containing information about nanoparticle toxicity, including experimental and clinical data, allow for 
accurate predictions of potential adverse effects [92]. For example case study by Liu et al. [39] A ML model was trained 
using a dataset of over 200 nanoparticle formulations, including their physicochemical properties and cytotoxicity pro-
files. The model demonstrated a remarkable 92% predictive accuracy in determining the cytotoxic potential of various 
nanoparticles. This capability enables researchers to screen formulations computationally before advancing to costly 
and time-consuming experimental studies, reducing the likelihood of introducing harmful nanoparticles into preclinical 
or clinical phases [93].
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5.2 � Minimizing immune responses with AI‑optimized nanoparticle coating

The immunogenicity of nanoparticles and their ability to trigger immune responses poses another significant chal-
lenge. The immune system often recognizes nanoparticles as foreign entities, leading to rapid clearance from the 
bloodstream, reduced therapeutic efficacy, and potential hypersensitivity reactions. AI-driven optimization of nano-
particle coatings offers solutions to these issues [94]. PEGylation, the process of coating nanoparticles with poly-
ethylene glycol (PEG), is a well-established method for reducing immunogenicity and prolonging circulation time. 
AI algorithms have been instrumental in optimizing the PEGylation process. AI simulations determine the optimal 
thickness and density of PEG coatings to achieve maximum stealth properties while preserving nanoparticle func-
tionality. Beyond PEG, AI has identified other biocompatible materials, such as zwitterionic polymers, that reduce 
immune recognition. By analyzing immune response datasets, AI suggests alternatives that outperform traditional 
coatings in specific clinical scenarios. For nanoparticles targeting HCC, AI-driven designs have resulted in PEGylated 
liposomes with enhanced pharmacokinetics and minimal immune activation. These nanoparticles achieved pro-
longed systemic circulation and higher tumor accumulation, addressing key safety and efficacy concerns [95, 96].

5.3 � Real‑time monitoring of nanoparticles in vivo

A critical challenge in nanotechnology is ensuring the stability and safety of nanoparticles after administration. 
In vivo, degradation or unexpected interactions with biological systems can lead to toxicity or reduced therapeutic 
efficacy. AI-integrated nanosensors and monitoring systems provide a real-time solution to this problem. Nanosensors 
embedded within therapeutic nanoparticles allow continuous monitoring of their behavior in the body. AI systems 
analyze sensor data to detect early signs of adverse reactions. For example, if a nanoparticle begins to degrade pre-
maturely or accumulates in non-target organs, the AI system can flag these events, enabling timely interventions 
[97]. Using real-time data, AI models can recommend adaptive modifications to treatment protocols. For instance, 
adjusting the dosing schedule or introducing secondary agents to counteract observed toxicity. Gold nanoparticles 
functionalized with nanosensors for liver cancer imaging and therapy have been enhanced with AI algorithms to 
monitor ROS levels. This monitoring ensures that nanoparticles induce therapeutic effects, such as tumor cell fer-
roptosis, without crossing toxicity thresholds [98]. The long-term stability of nanoparticles, including their physical 
integrity and functional properties, is essential for ensuring safety and efficacy in clinical applications. AI facilitates the 
design of nanoparticles with enhanced stability. AI models analyze data on nanoparticle degradation under various 
physiological conditions to predict their stability over time. Factors such as temperature sensitivity, pH-dependent 
changes, and enzymatic degradation are considered in these predictions [99]. AI suggests optimal materials for 
nanoparticle construction, such as biodegradable polymers with controlled degradation rates. This ensures that 
nanoparticles remain stable during circulation but degrade predictably after delivering their therapeutic payload. AI 
plays a transformative role in clinical decision-making by integrating complex multimodal data including imaging, 
genomics, and proteomics, and offering actionable insights. In the realm of nanotechnology for cancer treatment, 
AI empowers clinicians to monitor therapeutic progress, optimize protocols, and personalize treatments based on 
patient-specific responses [100]. Below is an in-depth discussion of how AI facilitates therapeutic monitoring and 
adaptive protocols, supported by novel studies and clinical examples. AI significantly enhances the monitoring of 
nanoparticle-based therapies by analyzing real-time data generated from imaging and biosensing platforms. This 
capability is critical for assessing the effectiveness of treatment and enabling timely adjustments to therapeutic strat-
egies. Nanoparticles designed for dual imaging and drug delivery provide simultaneous therapeutic and diagnostic 
(theranostic) capabilities [101]. These systems generate data about drug release, tumor targeting, and treatment 
response, which AI algorithms analyze to deliver actionable insights. For example, A novel study by Zhao et al. [108] 
demonstrated the use of AI to process imaging data from gold nanoparticles functionalized with fluorescent markers 
and chemotherapeutic agents. The nanoparticles allowed real-time tracking of drug release and tumor uptake in liver 
cancer models [102]. AI algorithms identified patterns of suboptimal drug delivery, leading to protocol adjustments 
that increased tumor suppression rates by 35%. AI leverages data from advanced imaging modalities, such as MRI, 
CT, and positron emission tomography (PET), to assess tumor response. For example, researchers have developed 
AI-driven nanosystems equipped with biosensors that detect reactive oxygen species (ROS) levels in tumors. These 
systems provided critical feedback on the efficacy of ROS-inducing nanoparticles, enabling clinicians to determine 
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whether the treatment was effective or required modification [103]. A study published in Nature Medicine (2021) 
highlighted an AI-powered system that adjusted nanoparticle-based chemotherapy regimens for HCC. The system 
used patient-specific data, such as liver enzyme levels and imaging results, to predict the optimal dose. Adaptive 
dosing reduced treatment-related toxicity by 30% compared to standard protocols while maintaining therapeutic 
efficacy. AI platforms enable real-time feedback loops, allowing clinicians to refine treatment strategies based on 
evolving patient data. An example is in a clinical trial, lipid nanoparticles designed for RNA-based therapies were 
combined with AI algorithms that analyzed patients’ genetic profiles and immune responses. The system dynami-
cally adjusted the nanoparticle’s lipid composition to improve delivery efficiency and reduce off-target effects. This 
personalized approach resulted in better therapeutic outcomes, including a 25% increase in RNA delivery efficacy 
[104, 105]. Table 2 highlights the applications of AI in addressing safety concerns associated with nanotechnology 
for liver cancer, while ensuring clinical relevance and patient-specific optimization.

6 � Regulatory and ethical concerns in AI and nanomedicine

The intersection of AI and nanotechnology presents unique regulatory and ethical challenges, particularly in the context 
of liver cancer treatment. Unlike traditional pharmaceuticals, nanomedicine and AI-driven technologies require new 
frameworks for evaluation, approval, and monitoring. One of the primary challenges in nanomedicine is the absence of 
well-defined regulatory frameworks that can comprehensively address the complexities of AI-nanotechnology-based 
treatments. Regulatory agencies, such as the U.S. Food and Drug Administration (FDA) and the European Medicines 
Agency (EMA), have well-established procedures for evaluating traditional drugs, but these frameworks are insufficient 
for advanced therapies. Nanoparticles, for instance, vary in size, shape, surface charge, and composition, which can 
significantly affect their safety, efficacy, and pharmacokinetics [106]. AI-based algorithms introduce another layer of 
complexity, as they require real-time data processing and decision-making, which can vary from patient to patient. 
Regulatory agencies need to establish clear guidelines for the approval of AI-driven nanomedicine, which can consider 
both the material properties of nanoparticles and the computational logic of AI algorithms. This may involve the use of 
adaptive clinical trial designs, where AI-driven nanomedicine platforms are continuously monitored and optimized as 
new data is collected [107]. However, such frameworks are still in their infancy, creating uncertainty for developers and 
clinicians seeking to bring these treatments to market. Ethical concerns also arise in the deployment of AI in liver cancer 
treatment. One significant issue is the transparency of AI algorithms. Most AI systems, particularly those based on ML, 
function as "black boxes" where the decision-making process is not easily explainable. In a clinical setting, it is crucial 
that physicians and patients understand how AI recommendations are made, particularly when high-stakes decisions, 
such as cancer treatment plans, are involved. Ensuring the explainability and accountability of AI systems remains a 
key ethical challenge. Another ethical concern is the potential for AI to exacerbate existing healthcare disparities [108].

This is particularly concerning in liver cancer, which has varying incidence and outcomes based on geographical, eth-
nic, and socioeconomic factors. As AI takes on a more prominent role in decision-making, questions arise about patient 
autonomy and informed consent. AI systems can recommend personalized treatment plans based on complex data 
analysis that patients and even physicians may not fully understand. Ensuring that patients provide informed consent 
for AI-based treatments, particularly when they involve novel nanomedicines, requires a reevaluation of the current 
consent processes [109].

7 � Challenges and future directions

7.1 � The personalized nature of AI‑guided nanoparticle designs

It poses challenges for large-scale production. Patient-specific nanosystems, optimized for unique genomic or proteomic 
profiles, require highly customized formulations. This complexity can slow down production and increase costs, issues 
making it difficult to scale the technology for broader clinical applications. The solution is that AI has the potential to 
streamline manufacturing by identifying production bottlenecks and proposing standardized yet adaptable protocols. 
For example, generative adversarial networks (GANs) can predict nanoparticle configurations that balance personalization 
with manufacturability [110]. Additionally, AI can model production workflows, optimizing the allocation of resources 
such as raw materials and quality control checkpoints. The prospects Integrating AI with robotic automation could further 
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enhance the efficiency of nanoparticle manufacturing, allowing for real-time adjustments during production to meet 
personalized design specifications without compromising scalability. The regulatory hurdle is AI can assist in designing 
clinical trial protocols by simulating outcomes and expediting regulatory approval [111]. The regulatory landscape for 
nanomedicine is complex, given the novelty and variability of AI-designed nanoparticles. The issue is that the lack of 
standardized frameworks for evaluating the safety and efficacy of AI-driven nanosystems slows down clinical translation. 
Traditional regulatory pathways often do not accommodate the dynamic and predictive nature of AI-based approaches. 
The AI Solution is that AI can support the regulatory process by simulating clinical trial outcomes and optimizing trial 
designs. For instance, ML models can analyze preclinical and early-phase clinical data to predict long-term outcomes, 
reducing the need for extensive and costly trials. AI can also assist in identifying surrogate markers for efficacy and safety, 
expediting approval processes. For example in silico trials powered by AI, which simulate patient responses to nanopar-
ticle therapies, have shown promise in reducing the time and cost associated with regulatory approvals while ensuring 
compliance with safety standards [112, 113]. In the case of integration of multimodal data, the AI should integrate imag-
ing, genomic, and clinical data to refine nanoparticle design further. A key challenge in optimizing nanoparticle designs 
is the integration of diverse datasets, including imaging, genomic, and clinical data. The issue is that these datasets are 
often complex, high-dimensional, and collected from different platforms, making integration difficult. Without effective 
data fusion, critical insights into tumor biology and patient-specific needs may be missed. The AI Solution is Advanced AI 
algorithms, such as deep learning and multi-omics integration models, which can synthesize data from various sources 
[114]. One of the primary challenges in scaling nanotechnology for liver cancer treatment is the complexity of nano-
particle synthesis. The production of nanoparticles with consistent size, shape, surface characteristics, and drug loading 
requires precise control over multiple variables. Small deviations during the manufacturing process can lead to signifi-
cant variations in the final product, affecting its safety and efficacy. Developing scalable, reproducible manufacturing 
processes is essential for the widespread clinical use of nanotechnology. Nanomedicine therapies require novel clinical 
trial designs that account for the unique characteristics of nanoparticles [115]. Traditional clinical trials often assess the 
safety and efficacy of small molecules or biologics, but nanoparticles behave differently in the body. Their biodistribu-
tion, cellular uptake, and clearance mechanisms differ from conventional drugs, necessitating the development of new 
trial protocols. Additionally, regulatory agencies may require additional preclinical data to assess the long-term effects 
of nanoparticles, particularly their potential to accumulate in organs such as the liver. The high cost of developing and 
manufacturing nanomedicines is another barrier to their clinical implementation. Nanoparticle-based therapies often 
involve complex, multi-step production processes that are more expensive than traditional drug manufacturing. This cost 
can make nanomedicine treatments inaccessible to patients in low- and middle-income countries, exacerbating global 
health disparities [116]. Another example is the use of AI in improving the diagnostic capabilities of nanotechnology-
based imaging systems. Nanoparticles are often used as contrast agents in imaging techniques such as MRI and PET 
(positron emission tomography), enhancing the visibility of liver tumors. AI algorithms have been integrated into imag-
ing platforms to analyze the distribution and localization of nanoparticles, improving the accuracy of tumor detection. 
A study by Kang and colleagues [38] demonstrated the use of AI-driven image analysis to improve the sensitivity and 
specificity of MRI in liver cancer diagnosis. This not only allowed for earlier detection of small tumors but also differenti-
ated between malignant and benign lesions, reducing unnecessary biopsies and treatments [117, 118]. Additionally, 
AI has been employed in the development of nanoparticle-based gene therapies for liver cancer. Gene therapy, which 
involves the introduction of genetic material into cells to fight disease, has been enhanced by using nanotechnology 
to deliver the genetic payload to cancer cells. AI algorithms have been used to model and optimize the release kinetics 
of these nanoparticle systems, ensuring the timely and controlled delivery of therapeutic genes. This has resulted in 
improved therapeutic outcomes, as demonstrated by Wang et al. (2021), who used AI-driven models to fine-tune the 
release profiles of nanoparticles loaded with tumor-suppressing genes for HCC treatment [119].

7.2 � AI‑driven optimization of nanocarrier design

One of the most significant advantages of AI in nanotechnology is its ability to optimize the design of nanocarriers 
for liver cancer treatment. Traditional methods of designing nanocarriers often involve trial and error, which can be 
time-consuming and costly. AI, particularly ML, can analyze large datasets of nanoparticle properties, drug release 
profiles, and therapeutic outcomes to predict the best design parameters for specific applications. Nanocarrier design 
involves several critical factors, including size, shape, surface charge, and the choice of materials used in constructing 
the nanoparticle [119]. Each of these parameters affects the biodistribution, cellular uptake, and drug release profile 
of the nanocarrier. For instance, spherical nanoparticles are known to have better circulation times in the bloodstream 
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compared to rod-shaped ones, but rod-shaped particles may penetrate tumors more effectively. AI algorithms can 
analyze such relationships and predict the ideal shape for a given therapeutic goal. AI can also optimize the surface 
functionalization of nanocarriers. Surface functionalization, such as the attachment of targeting ligands or poly-
ethylene glycol (PEG) to nanoparticles, enhances their ability to target liver cancer cells specifically while avoiding 
healthy tissues [120]. AI models can predict the most effective ligand-receptor interactions, increasing the chances 
of successful targeting and drug delivery. For example, AI has been used to model interactions between liver cancer 
cell surface receptors and various nanoparticle surface ligands, optimizing the nanoparticle design for targeted drug 
delivery to HCC cells. In addition to optimizing the physical characteristics of nanocarriers, AI also plays a crucial role 
in optimizing the drug release kinetics. Drug release from nanocarriers is typically designed to occur in response to 
specific triggers, such as changes in pH or temperature. AI models can simulate how different release mechanisms 
will perform in vivo, allowing for more precise control of drug release profiles. In liver cancer treatment, where the 
tumor microenvironment is often acidic, AI can help design nanocarriers that release their payload specifically in this 
environment, maximizing the therapeutic effect while minimizing systemic side effects [121].

7.3 � Role of AI in monitoring drug release and efficacy

Monitoring drug release and efficacy is critical in cancer treatment, where precise control over drug dosing and tim-
ing can significantly impact patient outcomes. AI algorithms have been integrated into nanotechnology platforms 
to monitor drug release in real-time and adjust dosing regimens based on the patient’s response. Nanoparticles are 
often engineered to release their drug payload over a sustained period, ensuring a steady therapeutic effect. How-
ever, variations in the tumor microenvironment or patient physiology can alter the drug release kinetics, potentially 
leading to underdosing or overdosing. AI systems can monitor these changes by analyzing real-time data from 
biosensors or imaging modalities integrated with the nanocarrier. This real-time feedback allows for adjustments in 
the treatment plan, ensuring optimal therapeutic efficacy [122]. In a study by Kim et al. [38], AI was used to monitor 
the release of doxorubicin, a chemotherapeutic agent, from nanoparticles designed for liver cancer treatment. The 
AI system analyzed data from biosensors embedded in the nanocarriers, detecting changes in pH and temperature 
that indicated drug release. The system then adjusted the drug release rate in response to these changes, ensuring 
that the drug was delivered at the optimal concentration to the tumor site [123].

7.4 � Enhancing precision medicine through nanotechnology and AI collaboration

Precision medicine aims to tailor treatments to individual patients based on their unique genetic, molecular, and 
environmental factors. The combination of nanotechnology and AI is perfectly suited to enhance precision medicine, 
particularly in complex diseases like liver cancer. Nanotechnology enables the precise delivery of therapeutics to the 
tumor site, while AI provides the computational power to analyze patient-specific data and optimize treatment plans. 
AI’s ability to integrate large datasets, such as genomic data, proteomic profiles, and patient histories, is essential 
for developing personalized treatment regimens [124]. For example, a patient’s genetic profile might indicate that 
they are more likely to respond to a particular chemotherapy drug or immunotherapy. AI can analyze this informa-
tion and suggest a treatment plan that includes the optimal nanocarrier design and drug release profile for that 
individual patient. Nanotechnology further enhances this precision by allowing for the targeted delivery of drugs, 
ensuring that they reach the tumor cells with minimal impact on healthy tissues. For liver cancer, where underlying 
liver conditions such as cirrhosis or hepatitis can complicate treatment, this level of precision is particularly important 
[125]. One notable case study is the development of AI-assisted nanocarriers for precision medicine in liver cancer by 
Huang et al. [35]. Their study utilized AI to analyze a patient’s tumor genetic profile and predict the best combination 
of drugs to deliver via nanocarriers. This personalized approach led to improved therapeutic outcomes, with fewer 
side effects compared to standard treatment protocols. In the context of clinical trials, AI can also identify patients 
who are most likely to benefit from nanotechnology-based treatments. By analyzing patient-specific biomarkers 
and genetic mutations, AI algorithms can predict which patients are good candidates for clinical trials involving 
nanoparticle-based therapies. This increases the likelihood of successful outcomes and accelerates the development 
of new liver cancer treatments [126].
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7.5 � Limitations of current AI algorithms in liver cancer treatment

AI holds great promise in liver cancer treatment, but current algorithms have several limitations that must be addressed 
before they can be fully integrated into clinical practice. AI algorithms rely on large, high-quality datasets to make accurate 
predictions. However, in the case of liver cancer, data is often limited, incomplete, or biased. Many datasets used to train AI 
models are based on Western populations, which may not generalize well to patients in other regions, such as Asia, where 
liver cancer is more prevalent. Additionally, medical imaging data can be noisy or inconsistent, affecting the performance of 
AI models in detecting and diagnosing liver cancer. Another limitation of current AI algorithms is their tendency to overfit 
training data [127]. Overfitting occurs when an AI model performs well on the data it was trained on but fails to generalize 
to new, unseen data. In the context of liver cancer treatment, this means that an AI algorithm may work well in a controlled 
research setting but perform poorly in real-world clinical environments. Overfitting can be mitigated by using techniques 
such as cross- validation and regularization, but ensuring that AI models generalize well remains a key challenge. AI algo-
rithms must be integrated seamlessly into existing clinical workflows to be effective. However, many current AI tools are not 
designed with clinicians in mind. These tools may require extensive training to use, and their recommendations may not be 
easily interpretable by healthcare professionals. Ensuring that AI systems are user-friendly and provide actionable insights 
is critical for their adoption in clinical practice [128].

8 � Conclusion

The convergence of nanotechnology and AI represents a groundbreaking approach to tackling liver cancer. Nanotechnol-
ogy enables precise drug delivery and enhanced therapeutic outcomes, while AI offers powerful tools for early detection, 
diagnosis, and personalized treatment strategies. Together, these technologies have the potential to revolutionize liver 
cancer treatment, improving patient outcomes and making therapies more accessible.

However, several challenges remain before this potential can be fully realized. Regulatory, ethical, and data privacy 
concerns must be addressed, while limitations in AI algorithms—such as data bias, overfitting, and integration into clini-
cal workflows—require significant attention. Moreover, large-scale data sharing and the development of high-quality, 
diverse datasets are crucial to ensuring the accuracy and effectiveness of AI models in liver cancer treatment.

By overcoming these challenges through interdisciplinary collaboration between researchers, clinicians, and regulatory 
bodies, the full promise of AI-enhanced nanomedicine can be unlocked. This will lead to more effective, personalized, 
and scalable solutions for liver cancer,  transforming the landscape of cancer treatment in the years to come [129, 130].
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