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Deep learning (DL) algorithms have shown remarkable po-
tential in automating various tasks in medical imaging and 
radiologic reporting. However, models trained on low quanti-
ties of data or only using data from a single institution often 
are not generalizable to other institutions, which may have 
different patient demographics or data acquisition charac-
teristics. Therefore, training DL algorithms using data from 
multiple institutions is crucial to improving the robustness 
and generalizability of clinically useful DL models. In the 
context of medical data, simply pooling data from each in-
stitution to a central location to train a model poses several 
issues such as increased risk to patient privacy, increased 
costs for data storage and transfer, and regulatory challenges. 
These challenges of centrally hosting data have motivated the 
development of distributed machine learning techniques and 
frameworks for collaborative learning that facilitate the train-
ing of DL models without the need to explicitly share private 
medical data. The authors describe several popular methods 
for collaborative training and review the main considerations 
for deploying these models. They also highlight publicly 
available software frameworks for federated learning and 
showcase several real-world examples of collaborative learn-
ing. The authors conclude by discussing some key challenges 
and future research directions for distributed DL. They aim 
to introduce clinicians to the benefits, limitations, and risks 
of using distributed DL for the development of medical artifi-
cial intelligence algorithms.
©RSNA, 2023 • radiographics.rsna.org

Introduction
Deep learning (DL), a subfield of machine learning, has 
demonstrated remarkable capability for automation of various 
tasks in medical imaging analysis and radiologic reporting (1). 
Despite the applicability of DL tools to many potential clinical 
workflows, one major challenge is that they require large, di-
verse datasets to train robust models that can be deployed in 
clinical practice. Currently, many DL models are trained only 
on a single institution’s internal data resources, limiting the 
quantity and diversity of patient populations, data acquisition 

characteristics, and abnormalities represented in the dataset 
that are available to develop generalizable DL tools (Fig 1A). 
Even when multi-institutional data cohorts are used to train 
DL algorithms, the dataset may still disproportionately under-
represent certain patient demographics or geographic regions 
(2). Training on insufficiently diverse datasets may result in DL 
models that are brittle throughout different settings, time peri-
ods, or institutions (3,4). This limitation is often overlooked in 
published studies (5) in which performance evaluation is not 
reported on external testing datasets. Furthermore, training 
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on datasets with underrepresented demographics or attri-
butes can lead to biased models that, when deployed, may 
reinforce and propagate existing disparities among vulnera-
ble and disadvantaged groups in health care and in society. 
Access to larger quantities of diverse training data should be 
prioritized to ensure that advances in artificial intelligence 
technologies such as DL are maximally generalizable, with-
out harmful biases, to be suitable for clinical deployment (6).

Currently, there are three common approaches to devel-
oping DL models using multi-institutional data: training on 
centrally hosted data, pretraining on public domain datasets, 
and transfer learning. The first approach is to centrally host 
the data (Fig 1B). This involves transferring data from each 
institution to a single location where a DL algorithm can be 
trained using the aggregated data. Although it is arguably the 
most straightforward approach, centrally hosting data creates 
several privacy concerns and logistic challenges. First, regula-
tory issues regarding the negligent sharing of private medical 
data may lead to points of contention with the Health Insur-
ance Portability and Accountability Act (HIPAA) and General 
Data Protection Regulation (GDPR) in Europe. In addition, 
repeatedly transferring and storing large quantities of data 
from each institution comes with server costs and security 
risks for data breaches.

The second approach to obtaining access to large quantities 
of data for multi-institutional collaborations is through data-
sets available in the public domain. Although this allows easy 
access to data resources for existing and new collaborations, 

there are additional complications in making data publicly 
available. A major challenge is the necessity of anonymiz-
ing protected health information, which can be a difficult 
and time-consuming process because radiologic reports and 
Digital Imaging and Communications in Medicine (DICOM) 
metadata must be stripped of any private or sensitive informa-
tion. Although there have been several successful examples 
of medical datasets being made public, such as those of the 
National Lung Screening Trial (7), the Medical Imaging Data 
Resource Center (8), the Brain Tumor Image Segmentation 
(BRATS) (9) challenge, and the Alzheimer Disease Neuroim-
aging Initiative (10), collecting and curating medical datasets 
can be prohibitively expensive. In addition, public medical 
datasets may have the possibility of unintended usage (eg, 
commercialization or nefarious purposes), which may dis-
courage institutions from releasing their data. Furthermore, 
the misalignment of the interests of hospitals and investi-
gators to maintain a competitive advantage in the research 
and/or clinical arena hinders the release of publicly available 
datasets. Finally, proprietary datasets are increasingly viewed 
as valuable resources because algorithms can be considered 
intellectual property that may disincentivize openly sharing 
large medical datasets.

A third approach is to take a model that was already 
trained on data at one institution and perform subsequent 
training on data from another institution, which is a pro-
cedure called transfer learning. However, this approach can 
result in a model that is overfitted to specific characteristics 
of a single institution’s data at the cost of lower generaliz-
ability to data distributions of other external institutions. 
Thus, the overly fine-tuned algorithm may need to be re-
trained for every new institution. The other challenge with 
this approach is that continuous training of algorithms on 
new datasets may result in a decrease in prediction accuracy 
on data from previously trained institutions, a phenomenon 
known as catastrophic forgetting (11). Although addressing 
catastrophic forgetting is an active area of research (12), 
this degradation in the model’s performance as a result of 
transfer learning poses a major challenge to the reliability 
of the algorithm and complicates risk management for reg-
ulatory agencies, such as the Food and Drug Administration 
(FDA) in the United States, because models that have been 
fine-tuned after their approval may no longer satisfy the re-
quired performance criteria on the original test set. These 
complications in the regulation of DL-based medical device 
software may further discourage research and development 
among multi-institutional collaborations.

The inadequacies of current approaches to the multi-insti-
tutional collaboration of DL algorithms for clinical applica-
tions have motivated the development of new methodologi-
cal frameworks for distributed collaborative learning. These 
techniques allow collaborations to benefit from training DL 
models of their collective datasets without explicitly sharing 
the data (13). This is achieved by exchanging model weights 
or intermediate outputs during the training process. In this 
article, we describe popular methods for training distributed 
DL models in the context of health care institutions, showcase 
several real-world examples of their application in successful 
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collaborations, and highlight publicly available frameworks 
that can be used for collaborative learning. We also discuss 
some key challenges that remain in distributed DL collabora-
tions and explore a few promising future research directions.

Methods for Distributed Collaborative Learning

Model Ensembling
There are several methods to perform distributed collabora-
tive learning. The simplest approach is based on the concept 
of model ensembling (Fig 2A), in which multiple individual 
models are trained and then aggregated to improve accuracy 
over that of any single model alone (14). In a multi-institu-
tional setting, each institution could train its own local version 
of the same model and then share the trained models with 
other institutions. To make a prediction with the ensemble of 
models, the input is fed into each of the models and then ag-
gregated to determine the final prediction. This aggregation 
is commonly based on either majority voting or averaging. In 
the former method, the prediction from each model serves as 
its vote, and the final output prediction is the one receiving 
the most votes. However, in the latter method, predictions 
from each model are averaged to determine the final output.

Both of the ensembling approaches can be quite effec-
tive. Results of a 2019 study (15) showed that ensembling 
multiple decorrelated outputs from different models can be 
more accurate than any single model. One key advantage of 
ensembling is its simplicity; the only step that must be co-
ordinated is the sharing of the different models, which can 
be performed asynchronously and without a central server. 
A potential disadvantage of the ensemble approach is the 
requirement that each institution has a sufficient amount of 
data to train a high-quality local model, because ensembling 

with an inadequately trained model results in ensemble pre-
dictions with low accuracy. 

Federated Averaging
A popular approach for federated learning (16) is federated 
averaging, which involves training a local copy of the model 
at each institution that is then aggregated at a central server, 
usually by averaging the weights of all the local models to 
form a global model (Fig 2B). This global version of the ag-
gregated model is then distributed back to each institution’s 
server, where this process of training and aggregation is re-
peated for a number of iterations. A central server is typically 
needed for coordination among institutions to ensure that 
the averaging step is only performed after each institution 
has finished training its local model. One advantage of this 
technique is that each institution’s model can be trained in 
parallel so that federated learning scales to a large number of 
institutions. In other settings, the algorithm has been applied 
to tens of thousands of clients (eg, mobile devices). How-
ever, participating institutions with long communication or 
training times can hold up the entire procedure. Methods to 
determine appropriate waiting times for each institution and 
to handle missing institutions from aggregation rounds have 
been developed (17).

Split Learning
Split learning (18) (Fig 2D) is another approach to distributed 
collaborations that also involves the use of a central server. 
Instead of training an entire copy of the model at each insti-
tution, only part of the model is trained locally (usually the 
initial and final layers of the deep neural network), while the 
rest of the model is trained on the central server (the middle 
layers of the deep neural network). For each institution, the 

Figure 1. Illustrations show 
local versus centrally hosted 
training. (A) Currently, deep 
learning (DL) models are often 
trained on limited medical 
databases from single insti-
tutions, limiting their perfor-
mance on unseen data. (B) An 
alternative to local training is 
centrally hosted training, in 
which all institutions send their 
data to a central server and 
a DL model is trained on the 
combined dataset.
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respective input data are passed through the initial layers of 
the local model to generate an intermediate output that is 
shared with the central server to be further trained with a 
global model. This approach is often useful for vertically par-
titioned data, whereby institutions share the same patients 
but differ in the feature space (19). In medical imaging, such 
a collaboration may exist if a patient regularly visits one 
clinic but undergoes radiologic screening at another hospital 
and genomic sequencing at yet another clinic’s laboratory.

One key advantage of this approach is that much of the in-
tensive computations in the intermediate model layers can be 
offloaded to the central server to decrease hardware require-

ments for each local institution. In addition, split learning 
may be more efficient from a data communication standpoint 
when compared with federated learning when a large number 
of institutions are involved (20), because only a small portion 
of the entire model must be transmitted to and from the cen-
tral server. Also, the split learning network can be trained in 
such a way that the intermediate output is decorrelated from 
its input, providing a privacy-preserving advantage (21). The 
disadvantage of split learning is an increase in training time, 
because only one institution can train the global model at a 
time, and global model updates are performed for every batch 
of data during training (rather than at the end of each round 

Figure 2. Illustrations show distributed learning approaches that allow col-
laborative training without the need to share patient data. (A) The simplest 
approach is model ensembling, in which locally trained models from single 
institutions are shared with their outputs combined for prediction. (B) The 
most popular approach is federated averaging, in which model weights are 
periodically aggregated and averaged on the central server during training, 
yielding a global model. (C) Cyclic weight transfer involves model weights 
that are trained serially among institutions. (D) Split learning involves each 
institution having its own beginning and end layers of the neural network, 
with the middle layers on the central server and shared among all institu-
tions. (E) Swarm learning involves model weights that are continally aggre-
gated locally at each institution during training.
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of training as in federated learning. Efforts have been made to 
combine split learning with federated learning to avoid these 
training inefficiencies (22).

Weight Transfer
Although federated learning and split learning have many 
advantages, they require a central server to aggregate local 
model updates, which entails trusting that the central server 
has not been compromised by a malicious third party. To 
avoid the security concerns of maintaining a central server in 
multi-institutional collaborations, decentralized approaches 
have been developed. One such approach is single weight 
transfer (23), in which a model is trained at one institution for 
a fixed number of iterations before passing the trained model 
to the next institution (in a process similar to fine-tuning a 
model in transfer learning). This process is repeated until the 
model has been trained at all institutions. This is similar in 
concept to transfer learning and has similar weaknesses re-
garding the risk of overfitting and catastrophic forgetting. To 
help mitigate these weaknesses, the cycle of passing models 
between institutions can be repeated in a process called cy-
clic weight transfer (23) (Fig 2C). This modified approach has 
empirically demonstrated that frequent transferring of the 
model (ie, increased weight transfer frequency) to the next 
institution results in better performance of the final model. 
The downside of more frequent weight transfer is that there 
is a higher communication cost, which can be a bottleneck, 
because typically, federated learning systems are limited by an 
upload bandwidth of 1 MB per second or less (16). Unstable 
connections also limit the number of active clients in a round, 
further making communication costs a principal constraint.

Swarm Learning
Another decentralized approach is swarm learning (Fig 2E), 
in which use of a central server is avoided to organize com-
munication and weight sharing by using a network of nodes, 
each representing separate institutions. This approach allows 
the dynamic addition of new participating institutions and 
automatic handling of synchronization of model weights and 
parameters between nodes.

Real-World Examples of Distributed DL for 
Health Care Applications

Although distributed learning is extensively used in many 
commercial use cases such as mobile devices, more regulated 
industries such as finance and health care have been slower 
to adopt these techniques for their machine learning appli-
cations (24). In addition to the challenges of medical data 
privacy, distributed learning for medical applications usually 
involves a consortium of health care institutions working col-
laboratively to develop DL tools for their shared benefit.

The complexity of coordination in a multi-institutional 
consortium is a challenge. For instance, it is difficult to come 
to an agreement on the approach to the clinical problem (ie, 
choosing how to preprocess medical datasets among institu-
tions, including the interoperability of data or annotations). 
Harmonizing is another challenge if and when disagree-
ment occurs between participating institutions regarding 

medical classification labels. For example, some institutions 
may have different criteria or sensitivity values for what they 
consider “abnormal.” In addition, there can be substantial 
variability in interpretation among individual radiologists, 
even when they use standardized criteria (25). Issues regard-
ing establishment of proper infrastructure to enable secure 
connections among sites also must be addressed to ensure 
that patient privacy is not compromised. Despite all of these 
challenges concerning health care datasets, numerous ef-
forts have been made to develop real-world multi-institu-
tional collaborative learning platforms.

Distributed learning has shown a high potential for various 
classification tasks (26). Roth et al (27) found that institutions 
from multiple countries jointly trained a DL model to assess 
breast density on mammograms using a distributed learning 
framework to provide communication between servers. Us-
ing a federated learning approach, they showed an increase 
in performance of 6.3% over that of models trained with only 
one institution’s data and a 45.8% relative improvement in 
the models’ generalizability over external test data. Authors 
of another study (28) leveraged federated learning to train a 
model using chest x-rays and electronic medical record data 
from 20 institutions to predict future oxygen requirements of 
symptomatic patients with COVID-19. They reported an in-
crease in the generalizability of 38% over that of single-site 
models. Warnat-Herresthal et al (29) used swarm learning 
for classification tasks for four different medical applications: 
COVID-19, tuberculosis, leukemia, and lung abnormalities. 
The authors ensured privacy with a blockchain-based net-
work protocol for communication. Using 16 400 blood tran-
scriptomes from 127 clinical studies and 95 000 chest x-ray 
images, the study showed that swarm learning outperforms 
models that were developed independently at individual sites 
while satisfying local confidentiality regulations.

Distributed learning was also found to be successful for 
segmentation tasks. Sarma et al (30) developed a distributed 
learning model for whole prostate segmentation using train-
ing data from three different institutions. Not only did the 
distributed learning model result in superior performance 
compared with locally trained models, but it also improved 
performance in an external challenge dataset that was not 
used for training. In another seminal work (31), the authors 
used federated learning for training a brain tumor segmenta-
tion model using brain MRI datasets from 10 different institu-
tions, achieving a dice score that was 99% of the dice score of a 
model trained on centrally hosted data. They also showcased 
how local models failed when tested on datasets from other 
institutions, while the distributed learning model, taking cues 
from an ample and diverse training dataset, generalized ex-
tremely well on almost all institutional datasets.

Open-Source Distributed Learning Frameworks
To facilitate and standardize federated learning for health 

care applications, open-source software platforms (32) are be-
ing actively developed (32–34), including the Federated Learn-
ing Application Runtime Environment (FLARE; Nvidia) (35), 
Open Federated Learning (Intel Labs) (36), and Flower (Adap) 
(37). The release of these frameworks has the potential to 
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greatly accelerate the adoption and use of institutional cooper-
ation to develop robust and performant DL-based tools in the 
biomedical community. FLARE is an open-source software 
platform for distributed learning. FLARE currently supports 
workflows that allow federated averaging and cyclical weight 
transfer approaches as well as privacy-preserving features 
such as differential privacy and homomorphic encryption (ie, 
an encryption scheme that allows mathematical operations to 
be performed on data without the need for decryption). Ex-
tensive collaborations between industry and research partners 
have led to efforts such as Open Federated Learning, which is 
a project by Intel Corporation and the University of Pennsyl-
vania, to support federated learning for segmentation of brain 
tumors. Flower is another federated learning framework de-
veloped by Adap that allows large-scale execution of hetero-
geneous clients (ie, up to 15 million edge devices on a pair of 
graphics processing unit hardware). While the previous plat-
forms are built on top of commonly used DL frameworks (eg, 
usually TensorFlow [Google Brain Team] and PyTorch [Meta 
AI]), these are efforts to build distributed learning capabilities 
directly into these existing DL frameworks to facilitate further 
research of new techniques. TensorFlow Federated provides a 
low-level interface to build a custom communication protocol 
layer as well as a higher-level interface to easily adapt existing 
TensorFlow and Keras DL (François Chollet) models.

Although they are not as common as frameworks devel-
oped for federated learning, open-source platforms adaptable 
to multiple DL frameworks are underway for other distrib-
uted learning methods such as swarm learning (38). Hewlett 
Packard has developed a swarm learning framework that en-
ables Tensorflow, Keras (https://keras.io/guides/), or Pytorch 
DL models to be deployed onto an Ethereum blockchain 
network. The Pysyft (https://github.com/OpenMined/PySyft) 
(33) library allows training on private data by using encrypted 
communication techniques (secure multiparty communica-
tion and homomorphic encryption) with federated learning 
and differential privacy. Fed-BioMed (Inria) (39) is an open-
source project that provides a secure and deployable produc-
tion-ready environment specifically tailored for the biomed-
ical industry. These frameworks represent a sampling of the 
most popular open-source options used in medical imaging 
research.

Challenges

Distributional Shifts from Institutional Heterogeneity
To safely deploy clinical DL-based tools, it is important to rec-
ognize scenarios that can cause a model to have poor predictive 
accuracy (40). One common failure mode known to affect ma-
chine learning models is when there exists a mismatch between 
the data on which the model was developed and the data that 
the model actually encounters during deployment. This gap 
in data distributions between the development phase and the 
deployment phase may be broadly categorized into three main 
categories (41): covariate shift, label shift, and concept shift.

Covariate shift is defined as a change in P(X), where P(X) 
denotes the probability distribution of input images. Under 
covariate shift, the distribution of the input data may change, 

but the conditional probability of a target label, given a par-
ticular input, remains the same. A covariate shift often occurs 
when the cohort selected to train the model is not represen-
tative of the target population (similar to sampling bias). The 
shift in patient population demographics such as age and sex 
(Fig. 3A) or the differences in image acquisition such as res-
olution, hardware, modalities, sequences, or use of contrast 
material may also include covariate shift.

Label shift is defined as a change in P(Y), where P(Y) de-
notes the probability distribution of target labels or annota-
tions. A label shift occurs when the probability of the target 
label changes. A label shift can manifest through differences 
in the disease prevalence, characteristics, or severity (eg, 
during the different phases and variants of the COVID-19 
pandemic) (Fig 3B). Furthermore, annotations may vary 
among experts (radiologists) (Fig 3B), creating label shift.

Concept shift is defined as change in P(Y|X), where P(Y|X) 
denotes the conditional probability distribution of target la-
bels (Y) given the input images (X). A concept shift occurs 
when the distribution of the input remains the same, but 
the conditional probability of the target label for any given 
input changes. Specifically, a concept shift is characterized 
by changes in the statistical properties of the target variables 
after the deployment of the model. A concept shift may oc-
cur if the efficacy rate of a new intervention affects certain 
groups of patients differently. A concept shift often occurs be-
cause of exogenous changes in the environment. For example, 
changing the diabetes diagnostic criteria for fasting plasma 
glucose may change the meaning of automatically derived 
labels. Hence, the task now requires retraining on the new 
data, which, in turn, alters the decision (classification or re-
gression) function (Fig. 3C).

In light of the many modes of distribution shifts, curation 
and preprocessing of datasets are critical in mitigating chal-
lenges of data heterogeneity and preventing the loss of model 
performance. For example, before expert clinicians label the 
data, they must agree on standardized classification criteria to 
reduce interrater variability. In addition, data can be prepro-
cessed using image processing techniques (eg, image intensity 
normalization) to harmonize the data among different imag-
ing units and acquisition settings.

Distribution shift is a major challenge for distributed learn-
ing, because collaborative learning among institutions with 
different data distributions can negatively affect performance. 
When data distributions differ among institutions, this is 
referred to as non–independent and identically distributed 
(non-IID) data, whereas independent and identically dis-
tributed (IID) data are the ideal scenario. Authors of several 
studies (42,43) have shown that distributed learning performs 
worse in non-IID settings than it does in IID settings. Improv-
ing the performance of distributed collaborative learning in 
non-IID settings is an area of active research. 

Data differences among institutions result in large gaps 
in the parameter space between the local optima of each in-
stitution and the global optima of the collaboratively trained 
model. Karimireddy et al (44) formalized this concept as in-
stitutional drift, whereby the local updates of each institu-
tion drift apart with respect to the server aggregated weights, 
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which results in slow, unstable convergence. Karimireddy et al 
propose a variance reduction technique to regularize institu-
tional updates and remove unnecessary data biases among in-
stitutions. Acar et al (45) developed a method called FedDYN 
(federated learning based on dynamic regularization), where 
each participating institution dynamically updates a regular-
izer to align the local model with the global model. FedProx 

(46) imposes a squared penalty to the distance between the 
data in the server model and that in the model at each institu-
tion. In a complementary work, Wang et al (47) use reinforce-
ment learning to select a subset of institutions to participate 
in any given round On the basis of the test accuracy achieved 
by the global model to counterbalance the biases introduced 
by training with non-IID data among institutions. Li et al (48) 

Figure 3. Illustration shows that data heterogeneity among 
institutions can make training collaborative learning algo-
rithms challenging. This heterogeneity can include factors 
such as (A) covariate shift, (B) label shift, and (C) concept 
shift.
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proposed a bilevel optimization problem by incorporating a 
regularization term that constrains personalized models to be 
close to the global model.

Although most techniques have been focused on address-
ing the challenge of institutional heterogeneity through mod-
ifying a loss function or by solving a composite optimization 
problem (44,47,49–51), few authors (52,53), to our knowledge, 
have tried to model the underlying data-generating mecha-
nism at each institution. The extra gradient methods we have 
described are not explicitly optimized to help determine causal 
features and thus may fail when introduced with out-of-dis-
tribution examples outside the aggregated distribution of the 
institutions (44,49–51,54). Specifically, when heterogeneity 
stems from selection bias, data acquisition, variations in pa-
tient population, and disease prevalence, studying the under-
lying causal structure provides tools to possibly mitigate them 
and train robust algorithms by using suitable strategies of an-
notation and machine learning frameworks.

Castro et al (55) discussed how causal considerations can 
have profound consequences on the soundness of the ma-
chine learning approach used and the resulting analysis, 
specifically in medical imaging. However, to our knowledge, 
few scientific works have been incorporated using principles 
of causal reasoning to improve distributed DL optimization 
in non-IID settings. Tenison et al (53) used the concept of 
gradient masking (56) adapted for causal learning. Gradient 
masking completely reduces those gradients in disagreement 
among institutions using a logical “and” operation, and up-
dates only in the directions that are in agreement with those 
of a large fraction of institutional model gradients. In another 
work, Francis et al (52) adapted invariant risk minimization 

(57) to learn an invariant representation among institutions. 
Such a representation is agnostic to noncausal features among 
clients and elicits an invariant predictor that is simultane-
ously optimal for all institutions. Despite a surge of interest in 
this domain, the causal reasoning and invariant learning ap-
proaches lack theoretical guarantees of achieving the global 
minima and can face serious failure modes (58,59).

Privacy Concerns
Distributed DL approaches may still pose risks to data pri-
vacy even without explicitly sharing the data by exposing 
information contained in the model parameters, predic-
tions, or gradients (60) (Fig 4). For example, model inver-
sion attacks have been shown to reconstruct sensitive in-
put data from the predicted output of a trained model. In 
much of the available literature (61), authors explore model 
inversion broadly under two possible attack scenarios: (a) 
when some prior knowledge of nonsensitive features of in-
put data is known and (b) when no information about the 
input is known. The former case has been shown to allow 
considerably high accuracy of inversion attacks (62). Au-
thors of another study (63) showed reasonable success in 
reidentification attack (ie, model inversion) without knowl-
edge of input features for the specific case of facial recon-
struction. Another type of privacy threat is membership 
inference (64,65). The goal of this attack is to determine to 
which institution a particular data point belongs. There are 
two classes of membership inference attacks: white-box 
and black-box attacks. In a white-box attack, the attacker 
is assumed to have full knowledge or access to the model, 
whereas in a black-box attack, access to the model is limited 

Figure 4. Illustration 
shows that although 
collaborative learning 
approaches preclude 
the need to share raw 
patient data, they do not 
necessarily guarantee 
the protection of patient 
privacy. Specifically, 
access to the global 
model’s weights 
allows attacks such as 
unintended memorization 
and membership 
inference. Similarly, 
access to the model 
weight updates from 
institutions allows attacks 
such as model inversion. 
FED AVG = federated 
averaging.
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to only observing the predicted outputs. Although simpler 
machine learning models are more susceptible to member-
ship inference attacks under a black-box setting, success in 
the case of commonly used DL architectures has also been 
demonstrated in white-box attack scenarios (66).

Because DL algorithms can learn a larger set of highly 
complex functions, they also tend to learn sensitive features 
or correlations inadvertently from the input data, which 
may be exploited by an attacker to gain information about 
the original dataset. To address these vulnerabilities, several 
cryptographically based approaches have been developed to 
mitigate potential privacy issues. For example, in collabora-
tive learning, homomorphic encryption (67) can be used to al-
low some types of mathematical operations to be performed 
on encrypted data, which can ultimately be used to share 
model parameters or gradients securely to protect against 
attacks that exploit unencrypted model information. How-
ever, homomorphic schemes for federated learning have 
their own limitations when applied in this way, specifically 
the increased computation time of encrypting and decrypt-
ing data and the increased size of encrypted messages (ie, 
model weights), which becomes difficult to handle with the 
increasing complexity of DL models. Another privacy tech-
nique similar to homomorphic encryption for distributed DL 
is to use secure multiparty computation (SMPC) (68), which 
establishes protocols that ensure secure computation of a 
common function of interest (eg, averaging in the case of 
federated averaging) without revealing the private details of 
data coming from different collaborating institutions. Other 
privacy preservation techniques include theoretical frame-
works such as differential privacy (69), which provides statis-
tical guarantees that ensure the privacy of any independent 
patient. This is accomplished by introducing noise by means 
of clipping the gradients in a way that it prevents any indi-
vidual data point from leaking too much information about 
itself to the model that could subsequently be used to iden-
tify that patient.

In addition to cryptographically based approaches in the 
software, recent hardware advancements allow increased pri-
vacy, with specialized technology such as confidential com-
puting. This approach involves processing information in se-
cure and isolated blocks of hardware (ie, central processing 
unit– or graphics processing unit–based). Such secure blocks 
of the hardware are called the trusted execution environment, 
which enables the processing of data and information in an 
extremely secure and fast manner.

Fairness in Distributed Learning
Fairness can be broadly classified into two categories: per-
formance fairness (Fig 5A) and collaboration fairness (Fig 
5B). Performance fairness refers to disparities in model per-
formance between different subgroups such as patient de-
mographics or institutions. This difference can stem from 
measurement bias, underrepresentation of certain groups, 
or heterogeneity in data distribution between institutions 
(70,71). Collaboration fairness refers to the differential contri-
bution of each institution toward the final model. Specifically, 
an institution that contributes larger amounts of and higher- 

quality data is expected to add more value to the collaborative 
learning consortium than other institutions do. Devising an 
appropriate reward structure on the basis of a relative attri-
bution from institutions is crucial to providing incentives for 
distributed learning collaborations.

Regarding performance fairness, many existing studies 
(5,72) are focused only on uniform performance throughout 
institutions. However, from the perspective of health care 
disparities, mitigation rather than propagation of existing 
inequities is important. More studies are needed to achieve 
fair distributed learning performance throughout different 
subgroups such as sex, demographic location, socioeco-
nomic status, age, and race. To date, only a few works (73–
76) have addressed the challenge of subgroup fairness re-
lated to sensitive demographic attributes such as patient sex 
and race. Lu et al (73) applied quantification methods for 
distribution-free uncertainty such as conformal prediction 
to provide equal coverage guarantees for subgroups with 
different skin tones for classification of skin lesions. Con-
formal predictions have also been extended to distributed 
DL contexts for medical imaging applications (74) . Zhang 
et al (75) proposed a method that uses a reward mechanism 
to facilitate fairness among various groups using reinforce-
ment learning with a reward function aimed to maximize 
the accuracy of the global model and minimize the dis-
crimination index of demographic groups using a trade-off 
factor. Du et al (76) developed a fairness-aware distributed 
learning framework that achieves high accuracy and fair-
ness with data from unknown testing institutions. They de-
fined a weight for each data sample and incorporated this 
value in both the loss function and the fairness constraint. 
Although both of the previous methods required each insti-
tution to share the statistics of the sensitive attributes with 
the server, Ezzeldin et al (77) proposed the use of a flexible 
local debiasing strategy at each institution, yielding high 
fairness improvements under higher data heterogeneity. 
In their framework, the aggregated weights corresponding 
to each institution were updated adaptively in each round 
so that those institutions with a higher match between the 
global fairness measure (at the server) and the local fairness 
measure were given higher weighting.

Authors of several scientific works (70,78,79) also aimed 
to achieve collaborative fairness in distributed learning. The 
basis of achieving this fairness is an accurate valuation of 
the contributed data at each institution. One such approach 
is to use Shapley values, which stem from game theory. The 
idea of Shapley values (78) is to quantify the contribution of 
each player (ie, participating institution) in the context of a 
cooperative game. Once the value of data at each institution 
is quantified, each institution can be rewarded commensu-
rately, such as financial rewards for participation or result-
ing commercial benefits from derived intellectual property. 
As an alternative, Lyu et al (70) proposed allowing partic-
ipants to receive models with performance commensurate 
with their contributions. This is achieved by enforcing the 
participants to converge to different models, depending on 
their contribution toward federation. This contribution is 
measured in terms of the quality of the gradient updates 
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that an institution sends to the global model. Yu et al (79) 
modified the training optimization objective and incorpo-
rated waiting times and costs in the model in addition to the 
contributions of each institution.

Conclusion
Although DL algorithms have shown remarkable potential in 
automating various tasks for medical imaging and radiologic 
reports, models trained on limited data from single institutions 

Figure 5. Illustration shows that it is also important to achieve fairness in col-
laborative federated learning. Specifically, collaborative fairness (A) is needed 
to incentivize active participation in distributed DL. This can be achieved by 
rewarding institutions that make more substantial contributions to the global 
model performance. In addition, performance fairness (B) is critical to ensure 
that the model is performant throughout all institutions and patient subgroups.
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are often brittle and can underperform at external institutions. 
Distributed learning represents an exciting advance in multi-in-
stitutional collaborations to jointly build DL models without 
the need to share private patient data. Distributed learning 
has already shown promising results for various classification 
and segmentation tasks. Some key challenges of collaborative 
learning include data distribution shift, privacy leakage, and 
fairness. As research in distributed learning continues, new 
technical breakthroughs may shift the collaborative paradigm 
in both radiology and other medical disciplines. To effectively 
and safely use distributed learning methods, users from both 
technical and clinical backgrounds should be aware of the ben-
efits as well as the risks.
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